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Abstract — Practical and empirical question dominating the discus-
sion is whether or not the remote forensic auditing techniques and ca-
pabilities in detection of fraud schemes in remote workforce. The overall
intent of this article is to examine the merits, and opportunities of the use
of remote forensic auditing techniques in addressing the challenges for
internal audits and controls during the outbreak of COVID 19 and be-
yond in tackling fraud schemes in remote workforce. Scoping review of
literature methodological framework was employed. Studies extracted
from five electronic databases such as Emerald insight, Springer, Se-
mantic Scholar, Science Direct, IEEE Xplore Digital Library. Data was
thematically analysed. The theoretical framework used in this article
were Technology-Organisation-Environment (TOE) which consider the
influence of technology, organisation, and environment factors on the
adoption and implementation of new technology on forensic auditing and
the fraud triangle which consider factors behind fraud perpetrators dur-
ing COVID19. The research results revealed that the use of remoted
forensic auditing tools and techniques can potentially address address
the weakness of internal controls and audits on fraud schemes during
pandemic levels and beyond in the remote workforce. This article con-
tributes to the to the current body of knowledge and deepens under-
standing on remote forensic auditing tools and techniques on fraud
schemes in remote workforce. It also provides further discussion regard-
ing what forensic auditors practitioners, internal auditors and companies
can do to adapt and adopt remote forensic auditing techniques, remote
forensic software and hardware tools. The study contributed to theoret-
ical and practical contributions and proposes a remote forensic auditing
framework to assist all auditors to deepen their remote and digital foren-
sic investigation. Thus, the article recommends remote forensic auditing
framework to address the issues of fraud schemes in remote workforce
in South Africa context and beyond.
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1 Introduction

Occupational fraud in a remote workforce is a global concern that causes
extreme and harmful financial and reputational damage to entities and no su-
preme audit institutions (SAls) have remained unaffected by the global crisis
COVID19 and the field of internal audits, controls systems and accounting
profession has also been affected by this crisis (Levi & Smith, 2021; Zirkle,
2020). The war against COVID 19 has also brought about a war against fraud
(Ahmad, 2020). The TransUnion reported that the rate of fraudulent activities
globally rose 24% when comparing the pre-pandemic to pandemic levels (Ma
& McKinnon, 2021). McKinnon’s (2021) observations are supported in a report
by ACFE (2021) to the nations on 2021 global study on occupational fraud, in
which it revealed that the rate of occupational fraud and fraudulent activities
in Sub Sahara Africa rose 56% when compared to the pre-pandemic to pan-
demic levels. ACFE report further found that since the COVID 19 began fraud-
sters in South Africa increased by 44% between March 2020 and March 2021.
A similar situation was witnessed globally during the outbreak COVID-19
where the Stimulus Funding Amount (SFA) was $285 billion and a significant
estimated fraud amount was $28 billion (fraud rate of 10%).

During the outbreak COVID 19, in South Africa the across industries,
TransUnion found the cities with the highest percentage of fraudulent digital
transactions against entities were Durban, Johannesburg and Pretoria in that
order. The Southern Africa Fraud Prevention Services (SAFPS) has also
warned a significant increase in fraud in South Africa, according to the organ-
isation statistics for 2021, fraud in Gauteng has increased 120%, Eastern
Cape 161%, and there were increases in every province with the exception of
Limpopo (Widiyati, Valdiansyah, Meidijati, & Hendra, 2021).

Fraud risks are prevalent in the remote workforce in South Africa, and this
is evident in a report by (AGSA:2021) in which it is stated that during the out-
break COVID-19, there were several instances of overpricing (the price being
200%) and in some instances, five times more than the price the national
treasury had advised. The South African Auditor General in his report further
states that PPE and stimulus funding amount of R500 million ($ 26bn, £19bn)
which is equivalent to 10% of the country’s gross domestic product (GDP. His
report also reveals shocking findings of higher risk of fraud rate was 44%.
Worse still, the 2021 corruption perception index (CPI) ranked South Africa on
70 among 131 countries around the globe.

It is evident from the fraud statistics released by ACFE on their website
ACFE (2021) that occupational fraud has increased significantly and expo-
nentially during the COVID 19 crisis. Within the Republic of South Africa, oc-
cupational fraud has escalated from 5% Pre-COVID 19 to 40 % during COVID
19, which equates to an increase of 35 % (Burger & Calitz, 2021; de Villiers,
Cerbone, & Van, 2020). Tax avoidance by understating revenues and or prof-
its, concealing expenses and liabilities to misrepresent profitability to various
stakeholders, inflated valuation of assets are some of the ways fraudsters
cook the books to keep their companies afloat which put investors at higher
risks (Gurazada, Kristensen, Sjoblom, Piatti, & Farooq, 2020).
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A global forensic auditing firm, KPMG (2017:21), Conducted an analysis of
global fraud patterns where it was found that weaknesses of internal controls
in so many entities were an increasing contributor to occupational fraud. Ac-
cording to the ACFE report, Cybercrime cost the world $6 trillion annually in
2021 up from $ 3 in 2015.

According to Albitar, Gerged, Kikhia, and Hussainey (2020), most entities
were office-centric before the pandemic with internal controls and audits struc-
tures that most always relied on in-person activities. Between 2008 and 2021,
remote work has grown by 169%. This has also been compounded by the
global COVID 19 pandemic. As a result of extreme crises caused by COVID
19, entities are not able to maintain effective on-site monitoring of activities
and direct oversight of employees which increases the higher risk of fraud
(Eulerich, Wagener, & Wood, 2021).

Globally, entities have been caught unprepared in dealing with the height-
ened threats and fraud risks brought by a robust crisis (COVID 19) in early
2020 which is even creates many challenges for preparing financial reports.
South Africa is neither immune to, nor escaped the severe impact of the pan-
demic COVID 19 (Padovani, 2021). Padovani (2021) concurs with Martinelli,
Friedman, and Lanz (2020) and adds that current world events have forced a
sudden remote-working economy for which neither organisations nor their
staff was prepared. This has impacted the occupational fraud risk of enter-
prises worldwide.

Additionally, some entities were forced to consolidate duties into fewer or
even a single employee. Without proper segregation of duties, the chance that
fraud will occur and go undetected increases significantly. A fraudster’s ability
and capability to circumvent existing internal controls is easier when existing
policies cannot be followed (Wendling, Alonso, Saxena, Tang, & Verdugo,
2020).

A KPMG forensic survey of over 70 businesses in March 2021 has revealed
a large majority (72%) believed their risk of fraud rose in 2020 during the
COVID 19 crisis with two-thirds saying the general move to working from
home had increased the fraud risks. 62% of the respondents reported that
insider threats were their most significant fraud and corruption challenges.
89% of the respondents reported that their internal controls and systems don't
travel well which would explain most finding the fraud risks were higher in
2020. 95% said Cyber —Risk was the biggest challenge with an overwhelming
98 percent believing that the danger of Cyber related fraud had increased dur-
ing the pandemic (Ogundokun & Ogundokun, 2021).

Dean Mitchel, a KMPG Forensic partner, found that 72% of his respondents
said that the COVID pandemic had increased the risks of fraud. 92% believed
the risk of Cyber-fraud had increased during the COVID era. 67% indicated
that their ability to investigate possible fraud had been comprised. 65% said
with widespread remote working their own organisation was more vulnerable
to fraud risks. 62% said that employees were the biggest single source of fraud
risk. 68% indicated that their businesses did not detect frauds that took place
during the COVID 19 crisis.

The pandemic is creating an environment of intensified pressure and the
movement to a largely remote workforce is creasing the fraud opportunities.
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According to Padovani (2021), driven by the rapid growth in remote working,
the market has significantly enjoyed a boom and some entities are still viewing
remote work as a stop-gap solution of long-term sustainability to the pan-
demic. However, this has created a lucrative opportunity for fraudsters. Shortly
after, the COVID 19 pandemic began, Bruce Dorris, president of and C.E.O
of the Association of Certified Fraud Examiners (ACFE) penned, Coronavirus
pandemic is a perfect storm for occupational fraud, where he predicts that
economic disruption caused by COVID-19 will lead to an increase in fraud.
Furthermore, ACFE (2021) note that COVID 19 is the robust trigger for growth
in financial fraud and no industry is immune to this reality.

ACFE (2021) found that when employees are working remotely, it is harder
to detect, prevent and respond to all types of fraud because an unsupervised
working environment is ideal for fraud risks. The unigueness of the current
economic environment forces entities, chief executives, to focus on opera-
tional and financial stability as opposed to compliance and fighting fraud in a
similar measure. Budgets are re-evaluated, however, compliance and fighting
fraud suddenly become non-essential (Curristine et al., 2020). Curristine et
al. (2020) further note that key areas that have been affected by the introduc-
tion of remote work are: (1) segregation of duties (one person become respon-
sible for multiple duties), (2) authorisation and approval, reconciliation and re-
view (cross-checking transactions and records); (3) physical security, (4) ac-
counting systems access controls.

Entities must, therefore, ensure assets are highly protected from fraudsters
seeking to take advantage of potential weakened internal controls and audits
structures caused by a remote workforce (Shobana, 2021). With an increased
amount of staff working remotely because of the pandemic, controls that were
previously put in place may no longer be operating as intended or as effec-
tively as before. Staff reduction or staff taking on new roles due to remote work
may cause substantial control gaps that could increase the risks of occupa-
tional fraud. For robust occupational fraud risk management purposes, it is
absolutely crucial to re-evaluate the fraud risks and the effectiveness of enti-
ties’ controls environment.

For entities to safeguard their assets and attempts to limit fraud opportuni-
ties in remote working (work from home) environment can be achieved by de-
veloping and implementing robust remote controls and forensic auditing skills
and techniques or remote investigation in the Amid of COVID 19 with a good
balance of preventive, detective and responsive measures that can signifi-
cantly strengthen entities’ intolerance for occupational fraud (Wendling et al.,
2020). ACFE (2021) recommends entities to ensure the following steps and
strategies are part of new ways of doing the business: (1) conduct fraud risk
assessments, (2) issue updated controls and procedures or prepare guidance
on enhancing internal controls, (3), develop enhanced third-party due dili-
gence, (4) leverage data analytics, (5) refresh training and awareness, (6) per-
form post-event assurance reviews.

According to Appelbaum, Budnik, and Vasarhelyi (2020) and Hedley and
Girgenti (2021) organisations need to quickly and proactively embrace auto-
mated lifestyle forensic audits techniques that proactively detect prevent and
respond to the risks of fraud using the latest techniques and technologies
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around advanced analytics, data, information insights that enable forensic au-
ditors to stay many steps ahead of the fraudsters.

Several studies (KPMG, 2020, 2021; Deloitte, 2021) have addressed the
types of fraud risks that auditors should focus on over the next few years.
These risks include the risk of digital transformation and digitalisation of oper-
ations, risks associated with electronic information systems and cyber secu-
rity, risks associated with analysis and use of big data, risks of fraud and cor-
rupt practices, risks of changing laws, legislations and accounting standards.
Whether COVID 19 has brought about new fraud risks, or whether there has
just been a change in the old fraud risks and other types of economic crimes,
the traditional ways internal audits and controls have been investigating frauds
in entities Pre-COVID-19 is highly debated (Adio-Moses, 2021; Diab, 2021;
Levy, 2020).

Past crises have shown that emergencies and subsequent rapid responses
create opportunities seriously weakening the effectiveness of entities sys-
tems, controls and audits which open windows and doors to various types of
online fraud among others (Delic & Zwitter, 2020; Kopp & Grottke, 2020;
Rudnicka et al., 2020; Steingruber, Kirya, Jackson, & Mullard, 2020). Further-
more, the COVID 19 crisis is already revealing gaps in existing controls, sys-
tems and internal audits for many organisations (Goldsworthy et al., 2020). In
addition to this, many organisations are lacking the ability to respond quickly
and proactively (Culea & Constantin, 2021).

The International Auditing and Assurance Standards Board (IAASB) high-
lighted in their COVID 19 staff alerted the need for auditors to have heightened
awareness of the possibility of fraud and error. Furthermore, the credibility of
internal controls and internal audits processes in South Africa have been sub-
ject to unprecedented concern as a result of heightened fraud risks and
threats brought by COVID 19 in early 2020 (Zirkle, 2020). The quality of inter-
nal controls has been questioned because of high cases of occupational fraud
in a remote working environment that has led to entities failures. According
to Serag and Daoud's (2021) research, due to the problems experienced in
obtaining audit evidence during COVID 19 and insufficient levels of internal
controls in entities, it is possible that forensic auditors take innovative
measures during global economic and health crises by applying more remote
forensic audit techniques by expanding their audits efforts. Recently, in view
of the aggravation of the problem of occupational fraud, studies on the im-
portance of remote forensic auditing techniques in fraud detection capabilities
and in improving internal controls in the detection of financial fraud have
emerged (Lewulis, 2021; Sree & Bhanu, 2020).

The application of remote forensic audit will continue to add value to audit
exercises in the face of the limitations of internal controls and internal audits
in a remote workforce. The question is, what is actually the effect of remote
forensic auditing skills and techniques on internal controls in combatting oc-
cupational fraud in the remote workforce in South Africa. Evans (2020) identi-
fies the field of Digital Forensics requires large amount of manual process with
detailed and time-consuming analysis by experts. Remote forensic techniques
are widely searched in these days for its response capability in providing a
way to perform an evaluation of potentially compromised entities’ controls and
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systems. Discreet internal investigations are possible in remote forensics with-
out the knowledge of the system owner. The need for eliminating the cost and
time delays involved in delivering digital forensic capabilities to remote loca-
tions all around the world is profoundly increasing.

The problem that will be addressed in this article is whether the remote tools
and techniques that forensic auditors and fraud examiners possess are suffi-
cient and effective to address the challenges of internal controls on occupa-
tional fraud in the remote workforce during pandemic levels and beyond. This
research narrowed the gap in assessing the significant relevance of remote
forensic auditing techniques should address fraud schemes during pandemic
levels and beyond and to explore the challenges that may face the accounting/
auditing profession during the pandemic levels in the remote workforce in
South Africa landscape? This article analyses the effect of various effective
techniques, tools, and methodologies currently in force for remote forensic
investigation on occupational fraud in a remote workforce in South Africa, Dur-
ban CBD. The overall intent of this article is to examine the merits and oppor-
tunities involved in those remote forensic investigation techniques in address-
ing the challenges for internal audits and controls during the outbreak of
COVID 19 and beyond. Consequently, the article fills the gap of remote foren-
sic investigations techniqgues in facing internal controls challenges on occupa-
tional fraud in a remote workforce. It is my hope that remote forensic audits
and techniques would improve the quality of internal audits and controls. Indi-
vidual research questions will be the focus of the articles. Thus; the following
questions drive the trust of this research: (1) what types of current nature of
fraud schemes are committed during the outbreak of the COVID 19 crisis? (2)
how can remote forensic auditing techniques significantly address the weak-
ness of internal controls and audits on fraud schemes during pandemic levels
and beyond in the remote workforce?

In the literature, there is a lack of studies of remote forensic auditing tech-
nigues as a tool to face internal audits and controls challenges in fighting oc-
cupational fraud in the remote workforce. This study made the following origi-
nal contributions to the expansion of knowledge: The first original contribution
is the use of remote forensic audit as an effective tool to face internal audits
challenges in fighting occupational fraud in the remote workforce. Secondly,
this study shed new light on how the use of remote forensic audit is an effec-
tive tool to face internal controls systems challenges in fighting occupational
fraud in the remote workforce. Thirdly, applying remote forensic audits con-
tribute towards an existing body of knowledge for effectively fighting occupa-
tional fraud in the remote workforce. Finally, the study contributed to theoreti-
cal and practical contributions and proposes a remote forensic auditing frame-
work to assist all auditors to deepen their remote and digital forensic investi-
gation and deepens their understanding of the nature of fraud schemes com-
mitted during the outbreak of the COVID 19 crisis.
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2 Literature Review

Prior research concern in preventing and detecting occupational fraud us-
ing the new fraud diamond has been studied by many researchers Christian,
Basri, and Arafah (2019), Ramantha (2020), and Khamainy, Ali, and Setiawan
(2021). However, the theories that will guide this research are Technology-
Organisation-Environment (TOE) by (Mike & Olochukwu, 2022) and the fraud
triangle. These theories were considered relevant and appropriate for this re-
search study for the following reasons: firstly, to understand the reasons be-
hind trust violators during COVID 19, secondly, the layering mechanism,
where new technologies are typically expected to destabilise existing tradi-
tional auditing system but has potentialities to track a broader pattern of re-
mote forensic auditing and push for the broader change by layering remote
auditing delivery systems. Finally, the theories, explain in fuller detail the strat-
egies to be employed by revolutionalising auditing profession.

2.1 Motivating factors of occupational fraud during the outbreak
COVID-19

Central factors that are always present when committing occupational fraud
in the remote workforce during the outbreak of the COVID 19 crisis are cap-
tured by Keller and Lorenz (2020) and Guirakhoo (2020) who point out that
forensic investigators have to consider that increased operational and finan-
cial pressure due to the COVID19 pandemic which created a heightened level
of economic risks such as significant reduction in trading, loss in revenue, loss
in profits, loss in market demand, liquidation and total collapse which subse-
guently lead to increased motivation or justification to commit fraud through
manipulation of financial results, misappropriation of facts, misappropriation
of assets, and other fraud schemes. Keller and Lorenz (2020) further state
that the current economic environment may result in increased fraud risks re-
lated to internal controls, as many organisations move to a virtual work envi-
ronment, there is a significant risk that fraudsters may find new ways to over-
ride internal controls especially those critical to ICFR. Such controls may in-
clude but are not limited to segregation of duties, a delegation of authority and
information systems access

2.2 Opportunities factors of occupational fraud during the outbreak
COVID-19

Schuchter and Levi (2015) explored some of the explanations, underlying
fraudulent activities in connection with the global financial crisis in 2008-2009
applying Clarke’s (2012) opportunity theory approach, and concluded that
government stimulus packages have created numerous opportunities for indi-
viduals to commit financial and economic crimes, as was the case of the global
financial crisis, economic support measures were introduced quickly with no
or inadequate internal audits, internal controls systems and fraud controls,
many who committed such fraud may have been motivated by the need aris-
ing from loss of employment or desire to keep business trading until
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economies improve, fraudsters saw the lack of internal controls and lack of
fraud controls, employees have access to entities’ assets and information that
allows them to both commit or conceal fraud (Johnson, 2020). Johnson (2020)
further notes that fraud risk indicators such, as high tolerance for poor financial
disciplines and errors in financial information, weak or non-existent processes
by management for identifying fraud, lack of remote fraud detection tech-
nigues, non-compliance with laws and regulations, management override con-
trols, and lack of allegations against those charged with entities governance
are also a catalyst of fraudulent activities during the pandemic COVID-19.

2.3 Rationalisation factors of occupational fraud during the outbreak
COVID-19

According to Andon and Free (2020), it is clear from the above that corona-
virus fraudsters are motivated by a mixture of economic need, created by a
decline in business activity, remote workplace, loss of jobs, salary cuts, per-
sonal greed, and the capacity of individuals to rationalise their conduct based
on personal attitudes and situational pressures driven by apparent opportuni-
ties to gain access to entities resources during a time of a perceived reduction
in internal audits, internal controls systems and fraud controls.

Furthermore, the 2020 pandemic, being global in its reach and causing
widespread economic as well as health consequences, has created rationali-
sations for fraud, including almost all of Papadopoulou and Papadopoulou's
(2020) techniques of neutralisation namely: (1) denial of authorship-l1 am act-
ing on behalf of others, (2) sharing responsibility- everyone is doing it, the
government or entity can afford it and the funds will be spent , thus supporting
economy, (3) external influences- actions are caused or necessitated by the
pandemic COVID 19, thus reducing personal responsibility, (4) denial of in-
jury- the conduct was designed to keep an entity afloat and the funds will be
repaid when the economy improves,(5) denial of illegality-where eligibility for
stimulus measures are unclear, the conduct may be seen as not technically
illegal,(6) denial of culpability-dissatisfaction of with current or expected future
employment situation or reasons for job loss may be seen to reduce the cul-
pability, especially where unpunished misconduct of senior personal can be
pointed to as negative role model, and appeal to higher loyalties- laws can be
ignored due to higher duties owed to family and friends during the pandemic.

2.4  Ethical Egoism or Selfishness Theory

Henry Sidgwick propounded Ethical egoism or Selfishness theory in 1874
through his book titled “The methods of Ethics” (Carlson, Adkins, Crockett, &
Clark, 2022). According to Tilley (2022), the psychological egoism theory ex-
plains that all humans’ actions are based on their self-interests (selfishness).
Biondi (2024), commonly used to refer to the principles of how individuals think
rationally based on their self-interests. However, Aldousari and Ickes (2021)
soundly argued that, the ethical egoism theory was silent on whether individ-
uals have to avoid helping others. This argument is closely related to Machia-
vellian attitude and according to Jones and Mueller (2021) machiavellian is a



http://www.ijarbm.org/

IJARBM - International Journal of Applied Research in Business and Management This paper is available online
Vol. 05/ Issue 02, July 2024 at
ISSN: 2700-8983 | an Open Access Journal by Wohllebe & Ross Publishing www.ijarbm.org

propensity to direct others’ behavior through manipulations and controls for
personal gains. Dalton (2021) dismissed the notion of Machiavellian attitude
and soundly argue that Machiavellian individuals are less moral and are deter-
mined to achieve their personal interests and objectives. As alluded by (Carl-
son et al., 2022), Machiavellian attitude is also considered selfishness, where
individuals are willing to commit unethical or immoral actions for their
personal interests. Tarsney (2023) concur with Aldousari and Ickes
(2021) with and add that Machiavellian attitude negatively affect the accounting
and auditing profession because Machiavellian tend to be manipulative.
Aldousari and Ickes (2021) briefly identified the following characheristics of Mach-
iavellian attitude: (1) pragmatism, (2) amorality, (3) cynicsim, and (4) beliefs
in manipulating others to achieve personal interests. In the business environ-
ment, employees are likely to exhibit Machiavellian attitude to achieve their
personal interests unethically.

2.5 Empirical Literature

Teeter and Vasarhelyi’s ( 2010) quantitative study on the impact of forensic
investigative methods on corporate fraud deterrence in Nigeria showed that
information and technology deployments are supported by extensive use of
forensic auditing experts around such high technologies to curb fraudulent fi-
nancial practices, misappropriation of assets, corruption, and manipulation of
the figures reported in the financial statements. The study recommends that
auditors need to adapt to real-time audits, quickly improvise new approaches
and take a risk-based approach. However, Teeter and Vasarhelyi's ( 2010)
did not consider new remote forensic techniques to make fraud detection in
the remote workforce more reliable. Similar research was conducted by Sal-
azar (2020) a questionnaire was used to gather data, the study concluded that
creating digital and easily accessible tools to allow forensic auditors to track
all emergency records and transactions is highly recommended. However,
Salazar (2020) did not consider the remote auditing potential limitations and
challenges as was Serag and Daoud's (2021) results were not empirically
tested and the study’s lacks a practical and theoretical base. Salazar’s (2020)
quantitative study found that allowing remote access by auditors and oversight
bodies to all entity’s records to ensure that audits can continue despite re-
strictions on carrying out physical inspections and paper-based reviews must
be key to being able to demonstrate to stakeholder’s professionalism’s robust
response to fraud risk in a remote working environment. Powers and Bannen
(2020) adopted descriptive research to establish the feasibility of traditional
audits to tackle the challenges of internal controls. A structured questionnaire
was used to gather primary. The study concluded that auditing services are a
powerful tool for making internal controls more robust to prevent fraudulent
activities within entities However, this research did not investigate how remote
forensic auditing techniques could promote robust internal controls systems
during the crisis in the remote workforce.

In a similar study to those of Powers and Bannen (2020) that focused on
traditional audits and internal controls, Castka, Searcy, and Mohr (2020) con-
cluded that the need to audit remotely because of work from home mandates
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imposed on auditors and their clients does not change that external auditors
are required by auditing standards to be professionally skeptical, assess the
risk of fraud throughout the course of audit engagement and alert the condi-
tions that may indicate a possible misstatement due to fraud or error and to
perform a critical assessment of audit evidence. However, Costka, searcy,
and Mohr (2020) did not consider challenges for internal audit activity during
the outbreak of COVID19 and beyond and how remote forensic audit tech-
nigues would address the weakness of internal audits and controls in the re-
mote workforce. Appelbaum, Budnik, and Vasarhelyi (2020) and Alderman
(2021) investigated whether remote auditing is relevant in the prevention, de-
tection and investigation of SOEs during and after COVID 19. The study found
that remote forensic audits play a major role in preventing, detecting and in-
vestigating frauds. The authors recommend the use of remote forensic audit
to develop new approaches, refine priorities, controls and create new policies
that are better aligned with a remote workforce to deter, detect mitigate fraud
risks. However, their study did not investigate all highly ranked techniques
which could assist in overcoming the challenges of internal audits and con-
trols.

Umamaheswari and Shobana (2021) focused on remote forensic investiga-
tion to mitigate the impact of fraud risks and showed that forensic analysis is
highly needed and bringing together fraud detectives, data scientists and fo-
rensic auditors to uncover the warning signals in entities’ financial data. The
authors recommended using artificial intelligence or forensic data analytics to
identify fraud in entities’ operations. However, Umamaheswari and Shobana
(2021) result depend on participants’ perceptions rather than empirical testing.
Furthermore, they did not consider the remote principle-based techniques to
build modern safer strategies and a more sustainable remote workforce that
will protect against fraud risks even post COVID 19. Kaka's (2021) adopted a
quantitative research design on accounting and audit considerations of global
pandemic Coronavirus Covid-19 crisis and its effects on financial reports and
auditing procedures and established that turning to high tech and extensive
use of remote forensic audit techniques to help identify the frauds (misappro-
priation of assets and financial reporting fraud) that are occurring in the new
remote working world. it thus recommends the use of use time tracking soft-
ware to monitor employees and their productivity, ensure analytics is built on
real-world fraud, not generic testing. The study further recommends expand-
ing existing e-procurement platforms and mechanisms. However, the author
did not offer a detailed analysis of remote forensic auditing to face the chal-
lenges of internal audits and controls, it also failed to test new heightened
fraud risks and threats associated with COVID 19 as was Umamaheswari and
Shobana (2021), and did not empirically validate potential new fraud risks
linked to COVID 19.

3 Research Methods

Scoping review of literature methodological framework as presented by
Arksey and O'malley (2005) and used by Sucharew and Macaluso (2019)
was adopted for this article as the strategy to conduct a thorough literature.
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The reviews were taken between 2018 and 2024 due to dearth of studies
within the area under consideration. Studies extracted from the following five
electronic databases:

= Emerald insight :(https://www.emerald.com/insight/),

= Springer Link: (https://link.springer.com/),

= Semantic Scholar: (https://www.semanticscholar.org/),

= Science Direct: (https://www.sciencedirect.com/),IEEEXplore).

= Digital Library: (https://ieeexplore.ieee.org/Xplore/home.jsp).

The data of all the findings listed in table 1 were analysed using an inductive
thematic analysis process based on the steps outlined by Braun and Clarke
(2006) to show: types of current nature of fraud schemes are committed during
the outbreak of the COVID 19 crisis, and the use of remote forensic auditing
tools and techniques in address the weakness of internal controls on fraud
schemes during pandemic levels and beyond in the remote workforce. The
Scoping review diagram flow of literature retrieval is set out in Figure 1 below.

N
Identification
*Research strategy Con.d“‘:ting SySte_Inaﬁc
«Purpose and Literature Review
intended goals
(objectives) *Data extraction
'RC\'iC\.\? protocol and +Data analysis *Synthesize data
sereening «Appraise quality *Draw conclusion ]
*Database used
Drafting Systematic Re};):‘t]::‘gvthe ]
Literature Review

Figure 1:Scoping review diagram flow
Source: Arksey and O'malley (2005)

The figure 2 shows the logic using the PRISMA methodology how 25 arti-
cles were selected for this research study from a total of 249 identified and
retrieved through database searches. Table 1 provides finer details of the 25
selected articles and discussion.
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Figure 2: PRISMA diagram Flowchart of number of searched articles and
final corpus.
Source: Adapted from (Page et al., 2021).

4 Results

The results are fundamentally based on the review outcome of the prior 25
published studies in the area of the nature of fraud schemes committed during
the outbreak of the COVID 19 crisis, and the use of remote forensic auditing
techniques and tools in addressing the weakness of internal controls and au-
dits on fraud schemes during pandemic levels and beyond in the remote work-
force. We will discuss first the nature of fraud schemes committed during the
outbreak of the COVID 19 crisis followed by the use of remote forensic audit-
ing techniques in addressing the weakness of internal controls and audits on
fraud schemes during pandemic levels and beyond in the remote workforce.

Table 1 below presents the studies that support the analysis to the research
objectives as shown in the introductory section. After critical reading and an-
alysing the articles presented in table, the researcher tried to match the arti-
cles and papers with the objectives formulated, as presented in the last col-
umn of the table that is, Objective 1- to critically assess what types of current
nature of fraud schemes are committed during the outbreak of the COVID 19
crisis , and the objective 2- to critically assess the use of remote forensic
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auditing techniques in addressing the weakness of internal controls and audits
on fraud schemes during pandemic levels and beyond in the remote work-
force. The systematic literature review is presented below, trying to achieve
the objectives formulated and set.
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Table 1: Fraud schemes are committed during the outbreak of the COVID 19 crisis, remote forensic auditing techniques and tools in
+addressing the weakness of internal controls and audits on fraud schemes during pandemic levels and beyond in the remote workforce

Selected papers related to the research objectives

Fraud Risks
and Threats
Caused by
COVID 19

Payroll Fraud, Advance Fraud, Time Sheet Fraud, Pay Check theft, Workers
compensation fraud, Overpricing, Double Dipping, and Economic Stimulus fraud ,
Account takeover fraud, Mobile Banking Frauds , Advance Fee Fraud , Assets
misappropriation , Bankruptcy Fraud, Capitalisation of expenses , Charity scams,
Commercial-Level Fraud , Computer fraud , Cryptocurrency Fraud |,
Cryprocurrency scams , Cyber threats , Disclosure Fraud , False expense
reimbursements , Financial statement fraud , Fleet Fuel Card Fraud , Fraud in the
Supply Chain , Fraud related to governement funding , Fraudulent loans ,
Government Program Fraud , Identity fraud , Imprper billing , Insurance Fraud-
Claims inflated , Internal Controls over Financial Reporting (ICFR), Investment
fraud , Investment scams , Invoice Fraud , Manipulation of valuations and
impairments , Margin manipulation , Money Muling , Mortgage scams/ fraudulent
refinancing , Occupational fraud , Online payment fraud/theft , Overpricing,
Restructurings and “big bath” charges, Stimulus Payment Fraud, Tax Fraud, Time
Theft, Trade-Based Money Laundering, UIF Fraud, Understatement of allowances
and reserves, Payment temparing , Wire transfer fraud, Workers Compensation
Fraud, Working hours overstatement, and Employment Fraud to an organisation.

Coman & Mihai, 2022;
Johnson, 2020; Ma &
McKinnon, 2021;
Martinelli, Friedman,
& Lanz, 2020; Ruiz,
2020; Shobana, 2021)

Areas Types of fraud schemes are committed during the outbreak of the COVID 19 | Relevant references | Research
crisis Objectives
Heightened | External Threats and Insider Threats, Cyber Threats, Data Theft, Time Theft, | (Chawki, 2021; | Objective 1




Remote
forensic
auditing
techniques

The use of remote forensic auditing techniques in addressing the weakness of
internal controls and audits on fraud schemes during pandemic levels and
beyond in the remote workforce

Relevant references

Objective 2

» Remote-based forensic audits tools and techniques can assist in reviewing
weak internal audits during and beyond COVID 19

» Remote-based forensic audits tools and techniques can promote robust
internal controls systems during the crisis in the remote workforce.

» Remote-based forensic audits tools and techniques allow forensic auditors
to develop new approaches, refine priorities, controls and create new
policies that are better aligned with a remote workforce to deter, detect
mitigate fraud risks.

» Remote-based forensic audits tools and techniques allow forensic auditors
for the extraction of digital evidence from disks and store them as a large-
scale XML database for allowing multiple investigators to work on the
evidence dataset from different locations during and beyond COVID 19.

» Remote-based forensic audits tools and techniques allow forensic auditors
to enjoy the following benefits (1) saving time and money by using
technology, (2) avoiding travelling to difficult audit locations, (3)
expanding audit coverage, (4) the audit team will be more efficient, (5)
expand using of forensic specialists, (6) improved use of available
technology strengthens documentation and reporting, and (7) logistics
related to auditing are not needed anymore.

(Tysiac, 2020). Kashyap
and Vinod (2020),
Picciotti (2020), (Hedley
& Girgenti, 2021), Sree
and Bhanu (2020a),
Picciotti (2020), Sree
and Bhanu (2020b),
Horsman (2021), Serag
and Daoud (2021),
(Kashyap, 2020)




Remote The use of remote forensic auditing techniques in addressing the weakness of | Relevant references Objective 2
forensic internal controls and audits on fraud schemes during pandemic levels and

auditing beyond in the remote workforce

techniques

Remote-based forensic audits tools and techniques can assist in addressing
the weakness of internal controls during and beyond COVID 19

Remote evidence capturing system is proved to be crucial option for
forensic investigation, high-tech strategies, techniques and tools for
remote digital forensic evidence collection system are all forensically
verifiable expandable, reliable and also compatible with the present
computer hardware.

Remote-based forensic audits tools and techniques allow forensic auditors
to curb fraudulent financial practices, misappropriation of assets,
corruption, and manipulation of the figures reported in the financial
statements and to adapt to real-time audits, quickly improvise new
approaches and take a risk-based approach.

Remote-based forensic audits tools and techniques allow forensic auditors
to track all emergency records and transactions.

Remote-based forensic audits tools and techniques allow forensic auditors
to remote access to all entity’s records to ensure that forensic audits can
continue despite restrictions on carrying out physical inspections and
paper-based reviews which enhance robust response to fraud risk in a
remote working environment.

Remote-based forensic audits tools and techniques allow forensic auditors
to make internal controls more robust to prevent fraudulent activities
within entities.

(Tysiac, 2020). Kashyap
and Vinod (2020),
Picciotti (2020), (Hedley
& Girgenti, 2021), Sree
and Bhanu (2020a),
Picciotti (2020), Sree
and Bhanu (2020b),
Horsman (2021), Serag
and Daoud (2021),
(Kashyap, 2020)




Remote forensic | The use of remote forensic auditing techniques in addressing the weakness of | Relevant Objective 2
auditing internal controls and audits on fraud schemes during pandemic levels and | references
techniques beyond in the remote workforce
= Remote-based forensic audits tools and techniques allow forensic auditors | (Tysiac, 2020).
through the use of time tracking software to monitor employees and their | Kashyap and Vinod
productivity, ensure analytics is built on real-world fraud, not generic testing. | (2020), Picciotti

Remote-based forensic audits tools and techniques allow forensic auditors
can eradicate the issues of e-procurement platforms and mechanisms
Remote-based forensic audits tools and techniques can assist in arranging the
priority of the risks that are focused on in the internal audit plan in proportion
to its likelihood and impact. during and beyond COVID 19.

Remote-based forensic audits tools and techniques can assist in internal
auditors in collecting of network of traffic data, remote acquisition of disk-
based evidence remotely from the computers and from cloud infrastructure
during and beyond COVID 19.

Remote-based forensic audits tools and techniques can assist in using
technological tools to access necessary evidence during and beyond COVID
19. Remote-based forensic audits tools and techniques can assist in updating
the internal audit plan constantly according to the needs of the management
and stakeholders, in light of the increase and diversity of risks associated with
the outbreak of the virus during and beyond COVID 19.

Remote-based forensic audits tools and techniques can assist in working on
designing and implementing additional and non-traditional audit procedures
to obtain sufficient and appropriate evidence, using modern high-tech tools
during and beyond COVID 19.

(2020), (Hedley &
Girgenti, 2021),
Sree and Bhanu
(2020a), Picciotti
(2020), Sree and
Bhanu (2020b),
Horsman (2021),
Serag and Daoud
(2021),

(Kashyap ( 2020).




Remote forensic | The use of remote forensic auditing techniques in addressing the weakness of | Relevant Objective 2
auditing internal controls and audits on fraud schemes during pandemic levels and | references
techniques beyond in the remote workforce

Remote-based forensic audits tools and techniques can assist in disclosing the
constraints and difficulties associated with performing the audit work in the
internal audit report during and beyond COVID 19.

Remote-based forensic audits tools and techniques can assist in Monitoring
and evaluating internal controls during and beyond COVID 19.
Remote-based forensic audits tools and techniques can assist reviewing
internal controls systems during and beyond COVID 19.

in Enhancing internal controls efficiency during and beyond COVID 19.
Remote-based forensic audits tools and techniques can assist in enhancing
the internal controls in detection of fraud schemes during and beyond COVID
19.

Remote-based forensic audits tools and techniques can assist in implementing
new anti-fraud technologies during and beyond COVID 19.

Remote-based forensic audits tools and techniques can assist in detection,
reducing or eliminating fraud schemes during and beyond COVID 19.
Remote-based forensic audits tools and techniques can assist in Improving
internal controls during and beyond COVID 19.

(Tysiac, 2020).
Kashyap and Vinod
(2020), Picciotti
(2020), (Hedley &
Girgenti, 2021),
Sree and Bhanu
(2020a), Picciotti
(2020), Sree and
Bhanu (2020b),
Horsman (2021),
Serag and Daoud
(2021),

(Kashyap ( 2020).
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5 Discussion

The systematic literature review of literature is briefly presented below, try-
ing to achieve the objectives already formulated. The discussion of the results
is organised in the two themes. Thus, this section presents relevant themes
identified from the reviewed and analysed literature. The themes were
therefore, deduced from the analysed literature in line with research questions
and are discussed below: (1) what types of current nature of fraud schemes
are committed during the outbreak of the COVID 19 crisis? (2) how can remote
forensic auditing techniques significantly address the weakness of internal
controls on fraud schemes during pandemic levels and beyond in the remote
workforce?

Theme 1: Nature of fraud schemes committed during the outbreak of the
COVID 19 crisis.

5.1 Heightened fraud risks and threats caused by COVID-19 crisis

In the current highly globalised world, digital transformation and other
emerging technologies challenged many audit functions, organisations face
strong external and insider threats and risks not only domestically but also
internationally to cope with the difficulty to quantify fraud arising from the pan-
demic COVID 19 outbreak which requires digital audio solutions. Ahmed
(2020) remote workforce has brought about heightened fraud risks and
threats. Regardless of industry, all entities should consider these key height-
ened fraud risks and threats relevant to the remote working environment.
There are many associated threats and fraud risks that are heavily impacted
by COVID 19, for example, Cyber Threats (Guirakhoo, 2020), Data Thetft,
Time Theft, Payroll Fraud, Advance Fraud (Ruiz 2020), Time Sheet Fraud,
Pay Check theft, Workers compensation fraud, Overpricing, Double-Dipping,
and Economic Stimulus fraud (Johnson, 2020).

According to Deloitte (2020), when faced with COVID-19, auditors are deal-
ing with new frauds and challenges which demand responses such as: (i) high
risk and weak internal controls and audits, (ii) running parallel systems —the
‘Side Hustle’-with employees working remotely, it extremely challenging to
monitor whether they are using their personal laptop and telephone side by
side with the entity issued equipment which allows staff to trade on their own
behalf or run parallel businesses whilst they are at work, (iii) oversight and
monitoring on-site compliance- with restrictions on travel imposed as a result
of the COVID 19, compliance, internal auditors and external audit teams have
not been able to travel to perform on-site audits and reviews while those func-
tions have taken to undertaking their work remotely, (iv) oversight and Moni-
toring on the use of devices-the use of personal devices for formal business
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operations is largely prohibited in so many entities, this has become more dif-
ficult to enforce and monitor with remote working.

Conversely, there is a far greater risk of personal use of entity’s equipment
either by the employee or their families, (v) management override internal con-
trols and systems- ‘management override’ referred to the ability of the man-
agement or those charged with governance to manipulate accounting records
and prepare fraudulent financial statements by overriding these internal con-
trols, even where controls might otherwise appear to be operating effectively.

Worse still, controls that were previously put in place (pre- COVID) may no
longer be operating as intended or as effectively as before. Furthermore, staff
reduction or staff taking on new roles due to remote work may cause substan-
tial control gaps that could increase the risks of occupational fraud (vi) time-
sheet Fraud where an employee takes on extra work to supplement their in-
come in order to meet his/her financial needs. However, the obstacle for the
employees’ face is that most organisations have a policy against external work
(employees are not permitted to perform work for remuneration outside of the
scope of their employment). It includes a prohibition on conducting work on
organisation’s premises outside of the employee’s job and related duties, us-
ing organisation’s resources and equipment for private work, performing pri-
vate work during working hours. then the issue with the employer is that this
policy is likely to come under threat relates to the use of the employee’s time
and expertise that is diverted away from employer’s benefit

5.2  Occupational fraud in remote working environment

Fraud against entities by employees is referred to as “occupational fraud”
and sometimes characterised as ‘internal’, ‘insider’ fraud (Bonny et al.,2015;
Edge, 2016; Murphy and Free, 2016). The world’s largest anti-fraud organisa-
tion, the Association of Certified Fraud Examiners (ACFE) defines occupa-
tional fraud as “the use of one’s occupation for personal enrichment through
the deliberate misuse or misappropriation of the employing entity’s resources
or assets (ACFE 2016). ACFE (2020:10) found that the schemes used by oc-
cupational fraudsters have increased even with the move toward digital pay-
ments and technology-based business.

According to Murrar (2021) in his article on fraud schemes during COVID-
19 pandemic, occupational fraud entails three major categories: (1) asset mis-
appropriation which includes an employee stealing or misusing the employing
organisation’s resources (factious invoices, fictitious “ghost” employees, ficti-
tious vendors, tempering of checks and fraudulent travel and expense reim-
bursement), occurs in the vast majority (86% of cases) (2) corruption which
includes offenses (conflicts of interest and collusion, and bribes and kick-
backs), this fraud scheme occurs in 43% of the cases (3) fraudulent financial
statement in which the perpetrator intentionally causes a material misstate-
ment or omission in the organisation’s financial statements which includes:
overstating or fabricate revenues, understating allowances and reserves, ma-
nipulating or delaying valuations and impairments to try overvalue some as-
sets, write off underperforming assets and or record what is commonly re-
ferred to “big bath”, or restructuring charges, entities might also be tempted to
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capitalise substantial COVID-19 expenses and deduct them over several ac-
counting periods, and entities might avoid fully disclosing the impact of
COVID-19 on its overall results, are a least the common 10% of the schemes
but costliest category of the occupational fraud (ACFE,2016; Albrecht et al
2015).The ACFE (2016) also identified three main methods of committing
fraudulent financial statements, namely, changing accounting policies, proce-
dures, and methods, altering managerial estimates and, improper recognition
of revenue and expenses.

These results uphold the assumptions the theory of Technology-Organisa-
tion-Environment (TOE) by (Mike & Olochukwu, 2022) and the fraud triangle
to understand the reasons behind trust violators during COVID 19, the layering
mechanism, where new technologies are typically expected to destabilise ex-
isting traditional auditing system but has potentialities to track a broader pat-
tern of remote forensic auditing and push for the broader change by layering
remote auditing delivery systems and explain in fuller detail the strategies to
be employed by revolutionalising auditing profession.

Theme 2:The use of remote forensic auditing techniques and tools in
addressing the weakness of internal controls and audits on fraud
schemes during pandemic levels and beyond in the remote workforce

The research results on the second identified theme on the use remote fo-
rensic auditing techniques to face the challenges of internal audits and con-
trols in combatting occupational fraud during the covid-19. Widiyati,
Valdiansyah, Meidijati, and Hendra (2021), no system of internal audits and
controls can provide absolute assurance against fraud during COVID-19 pan-
demic levels. As a result, the board of the organisations develops a system
for prompt, confidential review, investigation and resolution of instances of
noncompliance and allegations involving potential fraud.

The current COVID 19 crisis forces auditors to adjust the traditional way of
working and adapt new auditing techniques and optimizing the use of technol-
ogy (Tysiac, 2020). Kashyap and Vinod (2020) added that there are several
benefits to conducting remote audits using technological tools to access nec-
essary evidence: (1) saving time and money by using technology, (2) avoiding
traveling to difficult audit locations, (3) expanding audit coverage,(4) the audit
team will be more efficient, (5) expand using of forensic specialists, (6) im-
proved use of available technology strengthens documentation and reporting,
and (7) logistics related to auditing are not needed anymore. Picciotti (2020)
argues that COVID 19 shouldn’t be a reason to not conduct a forensic inves-
tigation. Given the travel restrictions and employees being obliged to work
from home, remote auditing is not an option anymore as it has become crucial
because of the fast advances in technology, conducting remote audits is be-
coming more popular among entities (Hedley & Girgenti, 2021). According to
Sree and Bhanu (2020), remote evidence capturing system is proved to be a
crucial option for forensic investigation, high-tech strategies, techniques and
tools for remote digital forensic evidence collection systems are all forensically
verifiable expandable, reliable and also compatible with the present computer
hardware. However, Picciotti (2020) identified the following key inherent limi-
tations related to conducting forensic audits: (a) remote audits are not ap-
proved by some certification and accreditation bodies, (b) high costs and dif-
ficulties related to using modern technology, (c) insufficient training of
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auditors, (d) reliability and trust gap of the audit, () remote auditing makes it
harder to build interaction with the auditees, and (f) the lack of personal inter-
action create more fraud opportunities.

Sree and Bhanu (2020) identified six remote forensic auditing or investiga-
tion processes namely: (1) forensic audit investigation planning, (what best
approach for conducting interviews, is our online site secure enough to ex-
change electronic documents? How will we obtain images of desktops and
mobile devices etc., (2) centralised tracking- the use of one central tracking
system for cases and “Data custodians”, (3) eDiscovery collection and docu-
ment review, (4) remote forensic auditing analysis to the electronic data and
other supporting documents- advances in data analytics have expedited the
acquisition of a large amount of accounting and financial data, and predictive
capabilities have significantly shortened the time required to identify relevant
transactions, (5) Business intelligence Searches- organisations predominantly
conduct business intelligence research through an online database and tele-
phone interviews except when a court or business filling haven'’t been digital-
ised, (6) investigative interviews-most organisations commonly use telecon-
ferencing and videoconferencing software, it is up to the forensic auditors to
carefully weigh the advantages and disadvantages of conducting interviews
remotely.

According to Horsman and Sunde (2022), a consistent process for conduct-
ing remote forensic investigations to all levels of employees (including senior
management) can help organisations to significantly mitigate losses and man-
age risks associated with fraud. Horsman and Sunde (2022) pointed out that
specific remote forensic audit roles in relation to fraud risk management could
include an initial or full investigation of suspected fraud, root cause analysis,
internal audits and controls improvement recommendations, provide ethics
training sessions if assigned such duties remote auditing has a responsibility
to attain sufficient skills and competencies such as knowledge of remote fraud
schemes, remote investigation techniques, laws and have adequate access
to the internal audit and audit committee and adhere higher professional
standards.

Deloitte (2021), remote forensic auditing and investigations cover the fol-
lowing key areas namely: (1) remote forensic investigations throughout the
investigative lifecycle, (2) digital forensic- by applying forensic auditing prac-
tices to collect preserve and process structured and unstructured data in a
legally and defensible manner, (3) eDiscovery services- by delivering solu-
tions to complex document review challenges using a wide range of advance
technologies to process, host and produce relevant and reliable evidence, (4)
fraud risk analytics- assisting entities with the earlier detection of fraud and
the continuous monitoring of fraud risks through remote fraud risk monitoring
and assessment services, (5) defensible and managed document review- by
combining multidisciplinary teams of expert document reviewers such as law-
yers, Charted Accountants, forensic auditors, and certified fraud examiners,
with a robust tested methodologies for conducting a defensible technology-
assisted document reviews.

A study carried out by Hedley and Girgenti (2021) revealed that to this ef-
fect, remote auditing holistic approach is performed by multidisciplinary teams
made up of fraud, IT and sector-specific experts such as supply chain audit
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specialists, fraud experts, data and fraud data specialists, IT professionals,
Cybersecurity specialists, law experts, and forensic audit experts to dig
deeper and provide relevant insights into the entities’ matters.

Remote auditing activities which require some adjustments and innovation
to internal audit approach and process on internal controls in the remote work-
ing environment are supported by many scholars, amongst such scholars is
shobana (2021), who argue that the remote audit includes the following four
phases: (1), remote audit planning, (2) preparing for the remote audit-by
checking availability of the auditees, evaluating remote audit feasibility, assur-
ing confidentiality, security and data protection, setting the remote audit
schedule, and clarifying new processes, (3) conducting remote audits using
remote techniques such as audio or video conferencing tools, virtual inter-
views, document sharing platform (documentary review), and alignment with
the auditees, and (4) remote auditing reporting where auditors pay attention
to the key elements such as focusing on key risks, validation of findings, and
documentation of the new processes.

Benjamin Onodi, Okafor, and Onyali (2015:73) identify three essential com-
puter forensic auditing techniques to detect fraudulent activities within firms,
namely, (i) cross-drive analysis - where a forensic auditor correlates infor-
mation on multiple hard drivers to identify and detect anomalies (Garfinkel,
2006), (ii) Live analysis - examination of a computer from within the operating
system using forensics tools to extract evidence, especially when dealing with
encrypted files systems (Qasim, Rind, and Saleem, 2011), (iii) recovering de-
leted files, and (iv) rigorous and focused tests that yield a small sample of
highly specious transactions (Ngomane, 2010; Philipp, Cowen, and Davis,
2009).

5.3  Remote Acquisition Forensic Tools and Techniques (RAFT)

According to Quick and Choo (2014) and Thompson and Manning (2021),
current trends in fraud are overwhelming forensic investigators with a number
of cases they have to deal with. Traditional forensic investigators commence
with investigation leaving their laboratory to visit the crime scene, where they
collect all relevant evidence and bring it back to the forensic laboratory for
secure storage and analysis. This evidence may then lay untouched for ex-
tended periods while the forensic investigation team deals with the backlog of
cases. Therefore, it is absolutely crucial to keep a keen focus on remote fraud
risk management (Jain, Bhanushali, Gawade, & Jawale, 2017; Serag &
Daoud, 2021). Shobana (2021) has suggested hardware write blockers for
the acquisition of disk-based evidences. Tysiac (2020) has extended the sup-
port for the capture and parsing process of volatile data from memory. Carrier
and Spafford (2003) and Lewulis (2021) have supported the collection of a
network of traffic data, remote acquisition of disk-based evidence remotely
from the computers and from cloud infrastructure.

Roux and Weyermann (2020) introduced the idea of harnessing distributed
processing data for handling voluminous (big) data. An agent based distrib-
uted architecture for capturing disk and memory-based evidence in a corpo-
rate network environment was specified by (Cohen, Garfinkel, & Schatz, 2009;
Shobana, 2021). Horsman (2021) developed a system for the extraction of
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digital evidence from disks and storing them as a large-scale XML database
for allowing multiple investigators to work on the evidence dataset from differ-
ent locations. Ayers (2009) introduced a decision theoretical probabilistic
method in the coordination of triage efforts in the file curving of images from
evidence data. The above tools and techniques in this research will signifi-
cantly contribute to the automation of the forensic audit process and data col-
lection tools and techniques for forensic analysis in the cloud fully support re-
mote forensics capabilities in terms of performance in a remote investigation.

5.4  Fraud Detection Techniques in Forensic Auditing

Oyedokun (2016) identifies forensic auditing techniques, including robust
computer-assisted reviews (Hybrid Multimodal, Predictive Coding, Bottom
Line Driven Proportional Review, Review Quality Controls) which include data
mining techniques such as regression (predictive); Association Rule Discov-
ery (descriptive); classification (predictive); clustering (descriptive); and docu-
ment review; interviews; background reading; fraud risk assessment; bench-
marking; systems analysis; mathematical modeling; analysis of financial ra-
tios; technology-assisted reviews; litigation; lifestyle audits; qualitative and
quantitative approaches to fraud risk assessment; vertical financial statement
analysis (which entails analysing the relationship between different financial
accounts); horizontal financial statement analysis (comparing the current
year's financial statements with those of previous years or comparison of fi-
nancial statistics across time periods); surprise audits,; and operational ratios
analysis, among others.

Ola (2018:147-148) highlights the following six critical forensic audit tech-
nigues that are employed to combat fraud within entities: (i) indirect tech-
nigues such as income items not reflected in the financial reports, large trans-
actions, concealed or paid cheques, real estate transactions, direct evidence
of undeclared, and unreported income and financial ratios, (ii) embezzlement
investigation techniques (proactive preventive and therapeutic approaches)
such as effective and powerful internal controls, financial and operational au-
dits, intelligence work to gather information, registering exceptions and re-
viewing deviations; (iv) detective techniques (therapeutic approach) such as
the funds method (Funds T) — an analysis of funds received and spent by a
suspect within a period, and the net worth method — significant changes in
assets and liabilities from one year to another; (v) the source and application
of funds method or expenditure approach that consists of a list of the use of
funds at the beginning of the period, less the source of the funds. If actual
funds exceed declared ones (including the funds accumulated at the begin-
ning of the period) the difference is considered non-disclosed income, and (vi)
the bank deposits method that focuses on the funds deposited during the year
from unknown sources by checking bank statements and financial transac-
tions. These substantive, rigorous tests are relevant to any entity whether
small or large, for-profit, and not for-profit or government-related (Nigrini,
2020).

Nigrini (2020) notes that the techniques used by forensic auditors to detect
fraud, errors, and other anomalies include (i) analysis of credit card transac-
tions, (ii) risk scoring with regard to access, (iii) FRAs using forensic units, (iv)
time series analysis, (v) correlation, (vi) abnormal duplications within subsets,
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(vii), the relative size factor test, (viii) the largest subsets and largest growth
tests, (ix) testing the internal diagnostics of current period and prior period
data, (x) Benford’s law, (xi) Access, (xii) Excel, (xiii) Powerpoint, and (xiv)
high-level data overview tests.

Benjamin Onodi, Okafor, and Onyali (2015:73) add that forensic auditing
techniques such as net worth, expenditure and tracing techniques, which in-
volve the flow of funds; cheque spreads if the subject uses such; deposit
spreads in relation to payments into a cheque account; credit card spreads if
the subject frequently uses credit cards; gross profit analysis in cases of
money laundering or skimming; bank deposits, especially for a subject who
only operates one business and income seems to come from only one source;
and telephone calls to identify the subject’s contacts and associates. A data-
base is established to identify telephone contacts. Organisational, operational,
and chronological flow charts are popular, and unsupervised and semi-super-
vised techniques are employed to detect anomalies, as well as data cleaning
to avoid poor data quality and noise, adaptive and incremental techniques to
adapt to new fraud detection tools, cost-based scoring techniques, statistical
techniques such as Benford’s law, descriptive statistics correlation and time
series analysis to detect fraud and errors, risk profiling techniques, case es-
calation techniques, and digital analysis techniques, among others. The Re-
mote forensic auditing framework -based conceptualised model is proposed
and presented in the Figure 3 below
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Figure 3: Remote forensic auditing framework.

6 Conclusion and Recommendations

Evidence revealed that, COVID 19 disrupted the traditional ways of internal
controls audits, posing threats to auditors to swiftly respond to fraud schemes
within a big volume of data. Hence, the fundamental aim of this study was to
find out how can remote forensic auditing techniques significantly address the
weakness of internal controls and audits on fraud schemes during pandemic
levels and beyond in the remote workforce so as to propose the framework
that addressing the challenges experienced by auditors handling audits in re-
mote workforce. This study adopted scoping review strategy and preferred
Reporting items for Systematic Reviews and Meta-Analysis (Scoping review
of literature methodological framework). Overall, the research results showed
that remote forensic auditing techniques, remote forensic software and hard-
ware tools are able to highlight and address the weakness areas of internal
controls and audits. The conclusion was arrived at because the results from
25 published studies in the area of the nature of fraud schemes committed
during the outbreak of the COVID 19 crisis. It also presented several benefits
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of using remote forensic techniques, remote forensic software and hardware
tools to address the challenges by internal auditors in handling the detection
of fraud schemes and voluminous of digital evidences during pandemic levels
and beyond in the remote workforce. The study was limited in that it reviewed
only 25 peer reviewed articles and five electronic databases. This study
adopted secondary data analysis through systematic literature review and all
limitations linked to this methodology apply to this research. Hence, future re-
search could be conducted using qualitative and quantitative approaches to
overcome the limitations this study encountered. Our review on the literature
examining technology acceptance theories and digital realities in accounting
education was only limited to prior studies published in English. Any future
study, could also consider literature published in French and other languages
to fill the research gap. The study has highlighted remote forensic auditing
capabilities through the use of forensic software and hardware tools in remote
evidence acquisition. This study contributed the knowledge by providing valu-
able insights for practitioners and policymakers and academia. This study also
proposes a remote forensic auditing framework to assist all auditors to deepen
their remote and digital forensic investigation and guide future scholars to fur-
ther on the subject matter in the areas that were not addressed by this re-
search.
In light of the research results of the review outcome of the 34-peer re-
viewed and published studies, the researcher recommend the following:
= Internal audits to turn to technology to help identify the frauds that are
occurring in the new remote working world.
= The use of artificial intelligence or forensic data analytics to identify
fraud in their operations.
= The use of remote forensic software and hardware in handling chal-
lenges experienced by auditors in remote workforce.
= Remote forensic analysis is highly needed and bringing together,
fraud detectives, data scientists and forensic auditors to uncover the
warning signals in entities’ financial data in a remote workforce.
= The use time tracking software to monitor employees and their
productivity.
= Offer company-issued devices and home office equipment to reduce
data theft and ensure safe remote working environment.
= Develop new approaches, refine priorities, controls and creating new
policies that are better aligned with a remote workforce to deter, de-
tect mitigate fraud risks.
= Build modern safer strategies and more sustainable remote working
environment that will protect against fraud risks even post COVID 19.
= Remote monitoring and audit are extremely difficult, but previous audit
and compliance plans are highly needed to be updated to address the
changing fraud risks and heightened threats landscape. Therefore,
entities should, where possible, resist the inclination to cut the lines of
defence.
= The need to audit remotely because of work from home mandates
imposed on auditors and their clients does not change that external
auditors are required by auditing standards to be professionally scep-
tical, assess the risk of fraud throughout the course of audit engage-
ment and alert the conditions that may indicate a possible
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misstatement due to fraud or error and to perform a critical assess-
ment of audit evidence.

= Allowing remote access by auditors and oversight bodies to all entity’s
records to ensure that audits can continue despite restrictions on car-
rying out physical inspections and paper-based reviews must be key
to being able to demonstrate to stakeholder’s professionalism’s robust
response to fraud risk in a remote working environment.

= Creating Digital and easily accessible tools to allow forensic auditors
to track all emergency records and transactions remotely.

= Expanding existing e-procurement platforms

= Auditors need to adapt to real-time audit, quickly improvising new ap-
proaches and take a risk-based approach.
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